SAMPLE POLICY: AUDITING AND ACTIVITY REVIEW

THIS AUDITING AND ACTIVITY REVIEW POLICY IS A SAMPLE AND, WHILE HIPAA REQUIRES THAT YOU HAVE A SIMILAR POLICY IN PLACE, THERE ARE NO REQUIRED ELEMENTS OF THE POLICY AND YOU ARE FREE TO FASHION YOUR AUDITING POLICY IN WHATEVER MANNER WORKS BEST FOR YOUR ORGANIZATION. ALSO NOTE THAT THE SECURITY REGULATIONS ONLY REQUIRE AUDITING AND SYSTEM REVIEW OF ELECTRONIC PROTECTED HEALTH INFORMATION RESOURCES SO YOUR AUDITING AND SYSTEM REVIEW CAN BE LIMITED IN SCOPE TO INCLUDE ONLY ELECTRONIC PROTECTED HEALTH INFORMATION OR CAN INCLUDE ALL ELECTRONIC DATA AND RESOURCES. 

[Insert name of organization] is committed to assuring the security of our computer resources and the electronic protected health information maintained. One important feature of that security commitment is implementing audit controls and performing periodic reviews of system activity. 

AUDIT POLICY 

1. Audit Responsibility. The Security Officer is charged with audit responsibility and for appointing an audit committee to assist with both the design of the audits and the conduct of the audits. The committee shall be composed of the Privacy Officer, at least one representative of the business office, one representative of medical records and/or billing, and one representative of compliance or legal staff. The Security Officer may appoint other committee members as needed. The audit committee shall meet at the call of the Security Officer but no less frequently than quarterly. 

2. Audit Types. The following types of audits shall be designed and scheduled: 

· Compliance Audits. Review of the security policies and procedures of [Insert name of organization] to assure that they are current and complete and random review of users of the computer resources to assure compliance with the policies and procedures. 

· System Audits. Review of system hardware and software, databases and other applications to assure that they are working properly, are in compliance with the security policies and procedures of [Insert name of organization], and are secure from intrusion, blocking, and destruction. 

· Electronic Protected Health Information Audits. Review of the access to the electronic protected health information of [Insert name of organization] to assure that it is being properly accessed and is not subject to improper modification, deletion, or blocking. 

3. Required Documentation. The Security Officer shall design necessary forms so that each audit will include the following documentation: 

· Audit Specifications to be completed at the start of the audit will include the objective of the audit, the methodology to be used, the responsible person or department, whether the audit will be performed by internal staff or external consultants, and the timetable for commencement and completion of the audit. 

· Audit Findings to be completed at the completion of the audit will include the name of the audit, the period of the audit, the audit test results, the possible risk exposure, recommendations for action, if any, and timetable for such action. 

· Summary of Recommendations and Response to be completed quarterly will list the specific recommendations made as a result of the audits completed during the quarter and the response thereto. 

4. Audit Review. The Security Officer will present the Summary of Recommendations and Findings to the [Insert name of executive committee or management committee which will receive these quarterly reports]. 

ACTIVITY REVIEW POLICY 

1. The Security Officer shall assure that the necessary software is in place so that electronic system activity can be reviewed in order to investigate a security incident or otherwise monitor system performance. 

2. The Security Officer shall maintain a list of the types of activity that can be reviewed which shall include, at a minimum, file openings and closings, file modifications and deletions, e-mails received and sent, Internet URLs visited, sign-ons and log-offs. 

3. The system activity review capability will only be used for legitimate security and business reasons.

